How to import java certificate to use LDAP SSL connection from MIS V7

From V7 on, MIS will use its own embedded JRE for JAVA Runtime Environment. The SSL certificate
used by the existing JAVA has to be transferred to the new embedded JRE.

X This only need to be done on the server side where the server is installed, not on the client
side. And only when you use LDAP SSL connections.

1. Download from http://sourceforge.net/projects/portecle/files/latest/download, unzip the file.

2. Run
java -jar portecle.jar

3. Select “Examine > Examine SSL/TLS Connection”

i R
&Y Portecle - aen I =] |
File Tools Examine| Help
Y= B Examine Certificate... Ctrl-E
I Examine SSLTLS Connection... Cirl-
| Aias Ng | Last moaified

@ Examine Certification Reguest... ctl-0
%, Examine CRL. Ctrl-L

|Examme an S8LTLS connection

4. Select the certificate to save and click “PEM Encoding”


http://sourceforge.net/projects/portecle/files/latest/download

Details for S5L/TLS connection 'jira.lesstif.com.M_E_ i
Cerificate 2 OTZED

Version: 3

Subject CMN=Let's Encrypt Autherity X3, O=Let's Enci
Issuer: CN=DST Root CA X3, O=Digital Signature Tr
Serial Number:  0AD1 4142 0000 0153 8573 6A0B B5EC A708
Valid From: 2016.3.18 2T 1Al 408 462
Valid Until: | 2021.3.18 27 1Al 402 462
PublicKey: R3A (2,048 bits)

Signature Algorithm:  SHA256withRSA

SHA-1 Fingerprint.  E6:A3:B4:58:06:2D:50:98:33:82:28:2D:19:6E:FE:97:D5:95:

MDE& Fingerprint:  B1:54:09:27:4F 54:AD:8F:02:30:3B:85:A5:EC:EC:5D

Extensions || PEM Encoding

Connection Protocol:  TLSv1.2

Connection Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

5. Save SSL Certificate at $IRE\lib\security

Details for SSL/TLS connection ‘lesstif.com:443' j
I:I Certificate 1 of 1 I:I

Version: 3
Subject CMN=lesstif.com, OU=lesstif SSL Project, O=lesstifinc., C=KR
Issuer. |CN=lesstifs Self Signed CA, O=lesstifinc., C=KR
Serial Mumber. B396 B944 2545 22FD

Valid From: 2014.4.27 27 124 232 07%

Valid Until: | 2019. 4. 26 27 124 232 07 %

PublicKey. |RSA (2,048 bits)

Signature Algorithm:  SHATwithRSA
SHA-1 Fingerprint  |B4:1B:3E:79:66:EE.89:46:8B:E1:8A:49:B3:BE:6D:40:FE:85:B9:77

MDS5 Fingerprint.  FB:97:6B:7D:66:F9:C6:00:07:EA6F.76:63:2E:30:47

Extensions

PEM Encoding

Connection Protocol:  TLSv1

Connection Cipher Suite:  TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

6. Select “Open keystore File”, and select ${JAVA_HOME}\jre\lib\security\cacerts
(For default installation path, C:\Magiclnfo Premium\jre\lib\security\cacerts)
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7. Input keystore password (default ‘changeit’)



8. Click “Import Trusted Certificate”
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Alias Name mport Trusted Certiicate (CUD ™ T | st Modiied
addtrustclassica 2006.5.2 25 9A 502 245 |~
addtrustexternalca 2006.5.2 25 00 512 445
addtrustqualifiedca 2006.5.2 2= 9M 538 29% 1
affirmtrustcommercialca 2014.4.15 2 M 74l 505 58 I

affirmtrustnetworkingca 2014415 2HTA 12 1ME
affirmtrustpremiumca 2014. 415 2T TA 512 20% B
affirmtrustpremiumeccca 2014.4.15 2 74| 512 352
aolrootcat 2008.3.20 2™ 124 3382 32%
aolrootca2 2008.3.20 2T 120 342 352
baltimorecodesigningca 2002.5.10 2= 94| 058 162
baltimorecybertrustca 2002.5.10 2= 94| 282 145
buypassclass2ca 2014114 2T 74| 562 40%
buypassclass3ca 2014114 2E TA 57E 022
camerfirmachambersca 2008.11.1 2T 44 3482 182
camerfirmachamberscommerceca 2008.11.1 21 44| 332 082
camerfirmachambersignca 2008.11.1 2 44 288 025
cerplusclass2primaryca 2010.4.24 2 34| 00E 50%
cerplusclass3pprimaryca 2010.4.24 2 34| 02B 002
certumca 2010.4.24 2T 54 1152 555
certumtrustednetworkea 2010.4. 24 2H 54| 128 245 |
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9. Select Certificate to save

10. Save Keystore



